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ABSTRACT 

(Korean Patent Publication No. 2001-0047385) 




The present invention relates to a method for 
generating a public key certificate in a certificate 
authority system in the case of issuance or renewal of the 
public key certificate for a user of a certificate 
authority. 

The public key certificate generation method 
according to the present invention comprises an 
initialization step where an initial procedure is performed 
to issue the public key certificate, a step of managing a 
public key certificate request from the user, a step of 
executing a digital signature with respect to the public 
key certificate request and generating the public key 
certificate, a step of handing over a control to manage the 
generated public key certificate, and a step of managing 
login information according to each of the steps. 

In response to the public key certificate request 
from the user, the present invention can perform a required 
work while maintaining the performance of the certificate 
authority system in its optimum state by executing a 
function for managing the public key certificate request. 
Further, the present invention can quickly provide the user 
with a result of the public key certificate request by 
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performing a function for managing the generated public key 
certificate . 
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B msE: A[BJ}2\ o\^M lysoii cHSKJi a\±wi9\ ^^m m^2\ &^ehs ^xioF^ai ^j^smi A^gx^g e:)H9i sie/HM 

1^ 4^ 2ife Ai^rijsj 2imM g>^soii mm 3!oia. 



S;H51 ^^^i 9l^^(Key Pair)# ^^ohOI o^U^ X\^2\ Ai^^U EE^ A|:^^g SI^Oll S^o^^ £13 1 (Private Key)^ A^goh 

H ohUfe ^:?Hote S:>H5|(Public Key)^ o[0\ XM 3 X^:?^ 01 ^D^dlM OlgoKX 4=<iJ X^DillHI ^'2.^9.^ ^mo\ SL4i^ ^^iiiiXh ^. 

x^<Mo| g:jH5ioii oH&mfe omdim i.^msoii 4^«i2io^ chsj^o^am if^se ss^^ o^^o^ 3 lhsm m ^91 

sfe 5!oi 5:>H5i grs ai^oia. 

s:?H3i AhgoPi ^moi ^, s:»H3ie ?iBom ^omD\ mom A\mx[^ ^ysisr £}m ^. eie:?iaoii xfi^si ^jmrn mmo[ 

o\Em 2imMm A\±mo\ m^m^ d^^owm Mmx[9\ ^^s\ A\±ms\ xnai girsj e^ai^ Ai^^gj aais smoi 21m 

D\m Ai>^ij£j ij^fifsf A[^x[ Am^ B^\m 4^ 910. o\m mo[o\ oi^Dm Ai^ms Mmx}^ e:?H5i 2imM s^oii m\o\ m.j)Jt 
^s.^ Mm±m xii^m ^ 9Ji^m ^im^i^ m^\2\ ji'^^ ^^soi sq^Eia. 

ngjCHi. esHoii^ oiath ^mMm ^'^%'o{\ aioi 9im::>\m A\±m^ 2imM srai. ^om 2imM 

2imM m^\ ^ ^m^\m A\:^mmM D\m §s m^\m musi lhoii>m xHaimsa, nHgoii Airi^goi ggoi &m 



B eensi m^o[D\ mo\o\ 9}m^ ^^^m. Mgx^si m^ioi Ahgxf s:/h5i 2imM tim S4^oii sioH eje 

M±m9\ ^^m m^9\ ^^ehs ^xiohs/n ^^mn A\mxm 2imMm ^ 91^ ^^m 73i\^o\^ ai n ^mo\ 9iQ. 



Ah^sf ^5K>i, s ^^SE 2Je:?l^^ Ai^inoi AiMsife Aigoii g:JH9i 2}mM d\^9\ g^a. 

AhgxhMoi <Ms^h g:jH5i ojeAj sfa 21011 CH^^ fi^M saisfe gfs. A^gx^ej s:?h3i 2imM {^^m u\mo\ 2imD\m9\ M^m omsi 
^ ax^/dSo^01 d ^31^2^, ^x\M^^m A\mx\9\ eje/d ssoii g^^^^^^M g:JH5i ojgAje ^^5^^ sxfais ^^s, Mgxh 
21 s:?H3i 2imM a\m ^iW3\ ^imM ^^01 see ^ s:?H5| oisai m^m mm x-iiais^ §^ Ai^i^iioiiAi 
j\m §s(oii : ^D\m Mmx[ a[^x[ ©je/H mo\ m^, m^)m sashiQ 9X^ §a adi g^g^ ;y|go^D1. 



B ^^2\ ^soii g^Ai. s ^^soiiAi Mssm §01011 cHSh ssjfe omint ^Q. 



:?H a! 5 ((Private Key) 

g:'H5l(b!C:H§9|) g,^^ Pj^e MgaPt ^6^0< AhgXF 5E^ eie:?l2^01IAl ^^6te ^l^^^^ g:?H3l(Publlc Key)2f :>Hej 5 {(Private Key):?^ S^a 

. 01 m S3H5i^ eig:?l^^oil e^oF04 ^DWdim om A^^^ol oieoFoi oiiaixi ::?i^oii A^g5^£^ si^hsfoi, dwo\3\^ jmoi 2}^m 

^m^' B\^m a^^e^D. 



A||<:f ^KSession Key. Secret Key) 

BxjtmM mmm g,^as^o^fec^l a\So\^ m^^m^BO :?i^oi m\{^5\^ bi^^is 4^ 9Ji^o\ Aiia^ife A^gx^ ^oiiai 



CACCertiflcation Authority) 

2im3\m^^M Mgxh i! Ai>igj aaixfe mm sowb\ 2imMm ^^o\o\ mz\o[^ ai^^hoiq. ai A\^x\m 2imM s>§§aoi' 



oioK s ^^ssj b^^^«^ ^AidiM s^ssg ^'S:o\o\ ^Hmj\\ ^^mQ. 
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£ is ^^soii £ie^ 2imDm M±m^ MSUtm som 2imM ©msoiq. 
LH¥2j o\^M Bz\ s^s ^^lo^:?^ ^^si^ aistjuisi §s gx^i^^^ ^^l^ >ioia. 

oiM ^S6^^. e]s:?i5^ ai^^doi ^^sfe s^h^i 2jsai s:D\m ohS! ^^ehoiiai A^gx^£l g:^H5i £JSai <m§(i)oi oig::?| 
m A\±^o{\ Ai^iins o\m M^^tirn g^^si s:?H3I eis/H 01:31^(2)011 

urnow, ti^ a\:f\^{2)m xhss s:?H5i ej^A^ tisoii cHSh fi^MS zi ^aich^ e:?H5i ejSAi 2e(3)oiiAi axFAisaoi 

3diI2. Al>ii!^ <MS CHP|^(2)S1 ohUSl 2imM CH6H S:»H5| 2imM ^^01 gPH3| ej^Ai 2^£1S§(4)^ 

MOim as^5^o^ s:?h5i ei^Ai ^^011 s^q 25.^^ S£ie.n:>. 



oioK MmjJtm mom 2imM %m n^mm £ 2 uixi £ em §i^o\o\ ^^mo. 

£ 2fe s i^soii 2\m 2imy\m mom 2imM ^^m s^^im ^21 sesoia. 

eiXH, Ai^Doi ^aixfsi ej^cs^aix^ gfs. =?m ^^o\ ei^)oii sjsh eiei^is^ E^s^nmm ?eAi^jcKS20i. 

S202). 

aeoii. e]g:?i&2^ aiss ^ s^sm ai^xiM m^ej5K)i(s203). a^sm ai^a sai xh§^:4^oii ae(S204), b 

S206M 4=s^n:^. 

S2030im «^o!^3F 2}mDm9\ AlSe B\i^m S^SHi giXI =Pe)2f B:>II S204M ^011. 2im^\^ 

HHj i^^e ^ Aisg 51 ^^£h om, ^^E! ^^^g A<sg d\ e g:?H9i 2:?hm ^^^s\ o\^d\^o\\ ^^^\o\ ^^^^^ mmm^i m 
o[o\ ^^xm ^^^o[o\ 20W9\ momow m\o\ mom ^^Mm ^^^a(s205). 

Bg:?i5^ Air^^gjsj A[mx[ mom eieAi e§oi o^^si ^^\x[J[ 2im:>\^ oii^s s::^is}5fBAH ^z\x\ o\\^ ^ 

eA^ mmm ^mm s^. oii^ thi^^^ mm §sm ^bi^^ uigsi hioimoi rn^ow ue^ub 2imM smoi 



£ 3^ e g:>H5i 2imM i^s ^^£l £^011 2\m 2imom Ai>:gi£i g:?H5i &igAi s^m s^aiofe eej se£oia. 

g^H^^OF Amx[ A\±^0\\ ^x\mc}. 

01 ^^B\o{\M Amx\^ A\mx\ Ai^^ijoii Mx\m 2imo\m A[mxm ^hm^iichm =^mo[o\ oii^^^Hi A[mx\ mom A^ex^ g 

g:?H5i ejeAi ssoiife iiiisxh ^s, sif^e ^^fc:. siss, ^s^^^Af. ssfsi^, g:?H3i eieAi ^d^aii^e hhsc^aisi, 

. g£eOI 9JiQ, 

mom ei^Ai AFgxf mgM usshoi £# 01121 lOi^hxi &d\\ s30i lhxi b?ii ssose 

M^p<^ti mom 2imM ti^^^^^2\ gj^ uigoii sy oiisi §a:?h A^gx^ :4i:He?iioi m^oiiAife A^gx^M ^eh2e^si a\ 
Ex[ 51 ^. ^^^m Si Aisg 91 a^sm. 01 m mom 2owm AhgxF£i mom 2imM <ys(£fe isd) oiiAixioii ^^om 2imomo\\ 

oiM ^^M\o[o\\ ^so^^. A^gx^ Ai:^i^ii[ oie^i^ Ai^nz^oii^ mom 5i#e oigth ^^ti diiaixisi xheim 

x^g ^ne^ioiLHoii LHSs grsg momm Ahsmoi Aii<35ioii chsfoi s^h^i ^^mmm ^^o[o\ ^j\mmm ^^^^ckc). 



AFgxFfe ^td DilAIXI mmm cHoKM cHS^i a^ssfth g^sg. sxh^^ SI Aisste eje:?!&oii ^^s^d. 

012^ ^^01 A^gx^:p^ mom 2imM g>^^'e 2t^oK)i 21^01^ Ai^^iijoii a^a^s. eie^is^ Ai^iiie A^§x^5^ ^{^im mom 21^m 
ssoii 016^01 £!e:>i5^2j ^.^sg :?HB9is sxhg^M goi Aiii39iM sjs 5^:3 (3305). 01 Aiii!^5ie g.^agoii algj6^oi DilAIXI mmm m^mc^ 

(S306). 

Om, a-X^AiSah AiS2.^M 0\^o[0\ OlIAIXI Si^SI ^^^M ^BelCK 01 A^SX^ A|:^igJ3f Be^l^F A\±^2}2\ DilAIXI ^4^iy£| £E 

S^OII CHiTSD. 

OlIAIXI Sfei^ SH^eh DllAIXi SISOll CHSH 8H4^ 4^S5^01 6H4^at(D)e aJs@^22(S307). OIM A^gX^ Al^gOllAi 4^iyeh S 

X^A^g 2.^(6)011 CH6H ^8H^ 4=^5F01 8H4Sat(B*)3f tilIilS££M| 0l¥OiSi:KS308. S309). 
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01IAIXI .m^ow ^^'o\ 9Ji9.m{B'^D) A^gx^ ai^hoii 2# DiiAixiM s^(S311)o^Il. oiiAixi ^^^01 i*ei£ie(B'=D) eig:'iag Mm 
9imM <ys s^e 2imo\m M±m lh^oii mom 2imM tds r=? zJAD\mo\\ ^xiaisj ^ m:)m ^^m \ji^x\^ 
^o^£ha(s3io). 



£ 4^ ^ ^^SHi g7H3i ojgAi eeoii £|o[ 9je::'iH Ai^i^nsi A^gzfg BD]\d\ 2imM sej ^ess/H. eigi^iasj g^H^i 

^^Aii5F:>ii ^sms. eixH Ai>ig L4IV01I Ahgx^sj 2jeAi sq^ ch:'i^2| ^&i(lhdxf^)oi! TtBk Q\^\mo\\M 

x[M^ ^B^nmm Ai^^ii mvoiw ?esM:KS4io. S420). 

BJ}M^ ^5E£DS(S430)g Air^gi m^s g^g A^§J^ 6IS fi^ ssoii cHoi-oi l:^e2^ iroi sx^Aise ^mo\o\ s:?h3i sie/HM 

STH. aXFA^S ^H^n^S AFex^ S:?H5I ei^AI td^ CHIAIXie XHSe^ pg(s431). A^gX^ <M§ §SM g:?H5| oieAi ^^^0\\ Oim S 

Oil ^¥1,^^^^ A^ex^sJ s:?h3i ei^AiM ^^£.h::ks433). 



£ 40ii>H£f ^^01 A^sx^£| mom 2imM^ mn3\ 2imM sms ms^ei^ eje:?is Airiiii lh¥2^ g?H5i ejeAi aai e 

^^Allo^:Hl^. omsj s:jh?i ej^Ai <ys fi^oii choH e:JH5i ejgAi sfgsfs 2im^\B ai>^^^ ax^AHg ^Hsiig gg^^ g 
:?H3i ojeAi eMsi ^^ae gsm^Ai, Ahexh s:>H3i 2imM §4^Aig¥Ei s:>h5i oi^ai AisTJhzi ^mm 

snsf ^^eh e:?H5i 2imMm m^^Q(S50^) 

3£iii. s:?H3i £!gAi mz\ e^s^Ei ^iifsi xH£iM g^o^ si^H^i aieAi 2M2i ch:'!^^ sssFOi i:H:?igoii Ahg 



£ 6S s ^^ssi g:)H5i eie/d ^3 aei egoii 2\m 2}m:)\^s\ A^gxFg g:/H5i oi^;^ ^f^i ufSM sei 

g:'H3i ojSAf ssfe aesi aii^ §a Ahgr^ gsisnji ^xi ^ 4^ ^^c:^. 

1. 2im:)\B Ai>igj£j sasAi, ai g:)H^i ei^Ai 2§£j =pe ^ai ^ hsd^ oiM(g:?H3i oig/^ 
eM, s:>H5i eieAi iiiis cn:?i^ ^^£l sm. g:'H5i ej^Ai a^im o\m/cAD\^ xhei 5o:^hhi chiji^s §£i£iw Ai^^gi^i s^so^j cefsf 

2. Afgx^ Q.=? B^\ ss^Ai, Ahex^ ^dwb] 2imM ^^p^^td 2^ 4^1^ ^'ai. ^^xh Ai^^gjsi ^ 

3. ax^Ais sasAi, ax^A^s ^hszis ^ ^al ^ly 4:2 Aiei(^) ^ ^iqk^s, Hsn^ &ohs Mm, ai 

soHs 21m Mm) ^XF^ ax^A^s ¥hs3S ^ ^^214^ 

4. sssAi. eie:>ia ai^^s ai mJW3\ o\^m 2m ^ai ai hszis mm^^^ ui§^^ es) 



aai §aioii oa^ s:>H5| ejgAi :)|^£i o^ao^ e^aie ^6KX ^§ ^:?iDK:f g:)H9i ei^Ai :>i^ §s a 

j^ioii cHoK)! axfAis Aigoi D\m^M Ms(A)M oiM ejg:»i&si ais§ 3H£!5is aisoK)i axmsat(B)M sisghcKseoi-seos 

). 

Aigg^e e!^:>ia ^^^lx^:)^ Md^m lh¥ 2i¥oii xi&eha. 

M^^m Ai^gj LH^oii XH?^!,^ ::»i^§sM 2imDm Bz\x\ g^^s x^^\o\o\ :»i^§s ax^A^gste si^oni(s604) 

. SE 0101! aXFAIg 4S Aj^l §fi(D)g H&Aj^ S:?H5I o\^M §S EllOIM^Ai ^^SI £^C^{S605). 

mm, M^^m £i¥oii xwm S¥0ii2 Ai^^gj lh^oii xHSTohfe S¥2f ^^£lx^:?^ ^^ss^a £I¥hi xis oHx^l xiseh^. 



2001/11/22 



4 



WIPS PIView 3.3,1.8 



^^^£h tJF2^ ^^01 s Mexfsi gPH3i o\^M <LiSOii cHohoi Ai^igioi ^^m m^2\ ^x\o[bm ?}^Mm 

Ol^^0||/H S ^^gOll CH£[ :^l#A^^^g M^o\^X\^^ Olb S m^S\ bUf^leh ^AlOllg OlIAI^o^ ^g^h >jO|X| = ^^g^ 

(57) g¥| 

1. 

2imD\m Ai^iDsi A^gx^g s:)H5i 2imM g>^aoii gioiAi. 

ai^i^oi ai^si^ Aigoii s^h^i o\^m m§e ^ehoiw. msj^moi ^ise.^ si'H^i &jsai 6is 

A^gXhBI ^D\{B\ OJSAI ^i^dl CH§h 2imM ^^01 ^ SI'H?! o\^M ^lohOI ^lOiM S&SF^ 

Ai>igoiiAi 4^^£h §s(oii: si'isf ^^s. A\mj} §4^. Argx^ g:)H3i eieAi high ^s. m)m a&mn 

^ §ss ae^o^w, ^oi n^^moi s.m^ ^^sife ^§a^ 2im:>\^ A\±m2\ A^ex^g s^h^i ejeAi 



mi soil SiOiAl. 

^:?i s:?H5i ej^Ai ^js aai 

A^gxF:?^ ^tiim ^owbi ^^m saoii m\o\ 2imB\&9\ :?H£15Is sx^m^m ^cm aii^^im ^^shq. oi aii^i^^is g^s^oii ch 
Eimoi onAixi mmm m^m^ bdws^: 

DilAIXI SIgOll CHoH oH^I S^'M 4^^oK)l sH^at(D)S ^^sm, 0|M A^ex^ A|:i!^ljOII Ai 4^{!ll£^ SXhAI S St(B)01l OioH ^6H4^I 

4'So^o^ oH4H2^(B'm binoKM ereJo^fe b?ii: ^ 

DilAIXI gJ^Oil ^^01 Si02(B'=^=D) AfeXF A|:^gOj| 2W DIIAIXIS 2^om, DIIAjXI Sg2i ¥^^01 s>oj32(b'=d) AhgXfSI ^D\\3\ 2imM 

tii^ s.=?m 2im:f\^ L4ivoii 2imM QiPi^oii ^xiai^ ^ a\D\m ^^m mux^^o^ ^oisf^ Et:^\m ss 

shfe 51^ ^sas eje^isr Ai:^g£i Afex^e e:?H5i 2imM g>^a. 



eje:^ia Air^gjoiiAi Mmx[m ^dwbi 2imMm ^^o^^ h^d^m g^a^ ^ 91^ D\m uwxnow s^chah. 

2imB\m Ai:i^ijoi Aiesjfe ai goii s;h5i eigAi :?i^si ^^^ah ^^ehohai, A^gx^§o| <!ll§s^ ^^^^\ o\^/^ 

fi^M 4^<JJ6K>1 ^m^0\ AFgXPh ^^ef 2\mM ^Mg Q^M g:?H5l 2imM fi^ CHI^IgOII ?|^|A|€J ^ CH:?I^ 

ei^M ¥OioK)j 5^£ioFfe s:?H3i ojeAi fi? ae.1 

s:jh5i eieAi i:h:'i^si ^om 2imM fi^oii zj^nm 2imom2\ M^m omB\^ sixfAisshoi n ax^A^s^^M A^g 

Ahgxhsi ^DWd\ gjgAi <Mgoii cH£f s:?H5i ^leAi ^^01 ^ s:>H9i ei^Ai ^z\m 9\o\o\ xmm s^s^^ n^s; 

sje::?!^ Ai>i:^oiiAi :f\m §M(Oii: ^:)|^ ^^s. M§x\ A^gx^ g:?H5i 2imM x-iich ^s. #e mm s^sa 2i 

^ gag e^aiofe s&onn. ^^Pi afSMOi :?h^ e^s ?^£ife ^sai^ ^ 9X^ E^^nmm :>\m^ ^seis g^e 4^ gi^ :?i 
^ om\. 
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£^ 2 



^aixF as. s§ 



S202^ 



S203 



S205 




S206^ 



SI 5|{5r 
£|AEoj H^ng 

->5^aiXF Dii^oiiAH g:^H5i eigAi e# ^ei 



c 
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A^§x^ 












3 







S303 




Oil Al 7:1 grSS ««(A|li35IS 

S304>^ oiiAixi SIS sa-H ^ei axunss 3t(B) 
51 ssfs^js^yc) 



CiZ3 



Al OilAIXI mm: 



^S305 



: Ail<351, (HIAIXI Ssg 
: DllAIXI gig 



DilAIXI 










DilAIXl gl^ 













:6H^3t(B') 


1 


^ ^ S309 



^8306 



^8307 



S308 




^il^ (HIAIXI 



.8310 



A^g:^oii:Hi 2^ oiiAixi 

r 
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S410- 



S420- 



gj^ : CHI^ieis ± DilAIXI 

: AI:^Soj 011284 



S430 < 













^ S431 












f 







SAH 




: AFSXF S:?H 




Oil 


AIXI 






A1 n 


3 ^ 



2:^Ai9 4-^ 

eigAi §s 

7JAi92t 



.S432 



S433 
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I 

: M§Xf S:iH5l oigAi 
AIS^Ei gPH5l oigAH 2^ ^TS 



g£ ;^ioi 



loiiAi s:iH5i eis/d e 



s:?H3i ei^Ai sssi 
seM s:?H5i eigAH e^s 

4.^ ^jfO| §^ 3ya| ss OilAlXI 



^8502 



.S503 
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:A, e]§:?IZh2J AH9§ :)Hei5i 
: 2XFAH9St(B) 



A(C.A),B(C-B) 





5:jh5i eiSAi «b« 




EilOlM ^£1 


S605 






J Ai2r s 


M(P) 
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